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All policies are written in line with our ethos: 

Within the Bishop Konstant Catholic Academy Trust, our academies are communities where 

our children and young people are given a clear vision for life, a vision which is rooted in the 

person and teachings of Jesus Christ and which is faithful to the mission of the Catholic 

Church. 

The Trust seeks to serve all our families (Catholic and non-Catholic alike) and to work with 
other partners in education for the benefit of our children and young people; we are 
committed to working together as academies and with the wider community for the 
common good.  In our academies, we uphold the dignity and unique human value of every 
person as we strive for excellence in education; gifts and talents are shared between our 
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academies as we aim to provide the highest standards for all our children and young 
people, aged 3 to 19 years throughout the Trust. 
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Trust Information Security Policy 

Introduction 

The Bishop Konstant Catholic Academy Trust (hereafter referred to as the Trust) is committed 
to ensuring that all personal data we process, including that of colleagues and customers, is 
managed appropriately and in compliance with the General Data Protection Regulation 
(GDPR) and the Data Protection Act 2018 (DPA 2018) (collectively referred to as “DP 
legislation”). 

The Trust is committed to ensuring that all personal data is processed in a manner that 
ensures appropriate security of personal data, including protection against unauthorised or 
unlawful processing and against accidental loss, destruction or damage, using appropriate 
technical or organisational measures. 

Negligent or malicious non-compliance with this policy may be dealt with through the 
disciplinary process. 

Related documents 

• Trust General Data Protection Regulation (GDPR) Policy 

• Trust Personal Data Security Incident Reporting Procedure 
 

Responsibilities 

• The Trust has overall responsibility for ensuring compliance with this policy and with 

Data Protection legislation; 

• The Trust IT Manager has day-to-day responsibility for monitoring compliance with 

this policy, advising the organisation on information security; 

• The Trust has responsibility for advising the organisation on data protection matters, 

in particular being consulted on new systems or business activities impacting on the 

organisation’s use of personal data, and for receiving reports of personal data 

incidents for escalation as appropriate;  

• Headteachers are responsible for ensuring that all systems, processes, and 

information assets within their Academy are compliant with this policy and with Data 

Protection legislation; for assisting the Trust IT Manager in their duties through 

providing all appropriate information and support; for ensuring that their staff are 

aware of their information security responsibilities;  

• All colleagues are responsible for understanding and complying with relevant policies 

and procedures for securing the organisation’s information assets, and for 

immediately reporting any event or breach affecting information assets of the 

organisation. 
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Information Security Objectives  

The Information Security Objectives of the organisation are to ensure the Confidentiality, 

Integrity and Availability of all the organisation’s information assets and in particular: 

• Maintain business continuity through the resilience of information systems and assets, 

with zero significant disruption to customer services where relevant process are in 

place; 

• To ensure appropriate levels of security with GDPR and Data Protection for all personal 

data held by the organisation; 

• Raise and maintain staff awareness of information security responsibilities, by 

supplying training as appropriate. 

Accountability and governance 

Risk management – The Trust maintain an Information Risk Management regime. The Trust 

will maintain a corporate information risk register and ensure there is ongoing assessment of 

information risk to inform our security posture and investment. 

Acquisition and development – All procurement processes for new or upgraded applications 

or ICT system must include appropriate security functionality and design requirements within 

the specifications must be risk assessed by the Trust IT Manager. In addition, if they are to 

contain personal data, the Data Protection Officer must be consulted for a potential Data 

Protection Impact Assessment. 
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Information security controls – technical 

The organisation will maintain appropriate technical security controls including but not 

limited to the following: 

Firewalls – The Trust will configure and use a firewall to protect our network and all our 

devices where appropriate; 

Configuration – The Trust will configure all our devices and software to the most secure 

settings commensurate with the business purpose; 

Access –The Trust will control access to our data through user accounts and ensure that 

administration privileges are only given to those that need them; 

Malware – The Trust will protect our data through applying and maintaining appropriate anti-

malware protection; 

Patching – The Trust will keep our devices, software and apps up to date where possible; 

Back-up – The Trust will ensure business continuity through regular back-up of all corporate 

data and the testing of recovery from back-up systems; 

Encryption – The Trust will ensure that mobile devices and removable media where possible 

are encrypted and that our email system supports encryption of data in transit; 

Testing – The Trust will ensure that security controls are monitored and regularly tested. 

Information security controls – users 

All members of staff will apply appropriate security controls including: 

Clear desk – All records, portable devices and removable media will be locked away when not 

in use as required by the Trust Clear Desk & Screen Policy, Appendix 1, as attached; 

Password – Use strong passwords for access to organisation data and protect that password 

from disclosure or sharing; 

Systems – To report using the relevant and available methods on out of date systems or failed 

updates; 

Authorised use – Only hold organisational information and data on authorised applications, 

devices and systems and do not attempt to access or use data or systems not required for 

your role; 

Phishing and spam – Be alert to malicious emails and do not open spam emails or links or 

attachments from unknown sources; 

Report – Report all incidents, near misses or identified risks immediately following the Trust 

Personal Data Security Incident Reporting Procedure. 
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In addition, personal data breaches must be reported to the Data Protection Co-ordinator 

and the Data Protection Officer.  

Information security incident response 

The Data Protection Officer will co-ordinate our response to information security incidents, 

escalating these as appropriate and, for events with significant business impact, with the 

support of the Trust IT Manager or other staff as required. Our incident response will seek to: 

• Emphasise rapid business recovery; 

• Restore security to our data and systems; 

• Mitigate the impact of the incident; 

• Gather information and evidence on the causes of the incident; 

• Ensure lessons are learned, recorded and acted on. 

Trust Information Security Incident Reporting Policy & Procedures, Appendix 2, as 

attached. 

 

Monitoring and Review of this Policy 

The Trust shall be responsible for reviewing this policy from time to time to ensure that it 
meets legal requirements and reflects best practice. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The Bishop Konstant Catholic Academy Trust is an exempt charity regulated by the Secretary of State for Education.  It is a company 

limited by guarantee registered in England and Wales, company number 8253770, whose registered office is at 

St Wilfrid’s Catholic High School & Sixth Form College, Cutsyke Road, Featherstone WF7 6BD 
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Appendix 1 

Trust Clear Desk & Screen Policy 

Introduction 

This policy has been introduced to contribute to compliance with the General Data Protection 

Regulation (GDPR) and Data Protection Act 2018.  The requirements of GDPR are mandatory 

and the Trust takes the issue of Data Protection very seriously. 

Information is an asset. Like any other business an asset has a value and must be protected.  

Systems that enable us to store, process and communicate this information must also be 

protected in order to safeguard information assets.  ‘Information systems’ is the collective 

term for our information and the systems we use to store, process and communicate it.    

This document should be read in conjunction with the Trust’s other information system 

policies and procedures within the GDPR toolkit.    

Personal data is any data that exists in any of the above that can identify a living person e.g. 

names, photographs, biometrics, CCTV etc.  It applies to pupil, parent, staff and volunteer 

data. 

Paper records containing personal data which are left on desks/workstations overnight or for 

long periods of time are at risk of theft, unauthorised disclosure and damage.  By ensuring 

that staff securely lock away any these papers at the end of the day, when they are away at 

meetings and over lunchtime this risk can be reduced. 

Security risks of unauthorised access to electronic records are also prevalent when computer 

screens are left unattended.   

Roles and Responsibilities    

It is important that all staff understand what is required of them and comply with this policy.  

All staff are responsible for ensuring the information on their desk/workstation or screen is 

adequately protected in compliance with all relevant Trust policies and procedures.     

Scope    

This policy applies to everyone who has access to the Trust’s information, information assets 

or IT equipment. This may include, but is not limited to employees of the Trust, 

Trustees/Governors, temporary workers, volunteers, partners and contractual third parties.  

All those who use or have access to Trust’s information must understand and adopt this policy 

and are responsible for ensuring the security of the Trust’s information systems and the 

information that they use or handle. 
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This policy sets out the Trust’s requirements for each member of staff to protect any 

documents or records that contain personal data which are kept at their desk/workstation 

either temporarily or permanently and covers records in all formats including:  

• Paper 

• Electronic documents 

• Emails 

• Visual images such as work related photographs 

• Audio and video tapes, CDs, DVDs 

• Memory sticks Laptops/IPADs and portable hard drives 

• Databases     

Clear Desk Procedure 

Personal confidential information must be locked away when not in use and never left 

unattended.  When printing documents containing personal data, ensure that you select an 

appropriately located printer where you are able to retrieve your printing immediately or use 

the Trust’s photocopiers with the secure release function.  Do not leave personal confidential 

information for others to find. 

An easy way to comply with the clear desk procedure is to work with electronic documents 

whenever possible – “do you need to print it”? 

Ensure documents are disposed of securely. Never put documents containing sensitive, 

personal or corporate sensitive information in the general waste bins. 

All Portable Computing & Data Storage Devices (PCDs) such as USB data sticks, mobile phones 

and laptops must be encrypted and placed out of sight, preferably locked away at the end of 

the working day.    

Personal belongings should be removed from view.   

Office/work area windows/doors should be closed and cabinets locked when working areas 

are left unattended and at the end of the working day.   

Clear Screen Procedure    

Always lock the desktop when leaving the workstation/desk unattended.     

Pressing CTRL+ALT+DEL and clicking ‘Lock this computer’ is straight forward and simple.  

However, a windows key combination is even simpler.  Press windows key + L and your 

computer will lock automatically.  (The windows key can usually be found in the bottom left 

of the keyboard and looks like a flag/window). 
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Always be aware of the position of the screen on your workstation.  Wherever possible, 

ensure that it cannot be seen by unauthorised people while in use.        

 

Monitoring and Review of this Policy 

The Trust shall be responsible for reviewing this policy from time to time to ensure that it 

meets legal requirements and reflects best practice. 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The Bishop Konstant Catholic Academy Trust is an exempt charity regulated by the Secretary of State for Education.  It is a company 

limited by guarantee registered in England and Wales, company number 8253770, whose registered office is at 

St Wilfrid’s Catholic High School & Sixth Form College, Cutsyke Road, Featherstone WF7 6BD 
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Appendix 2 

Trust Information Security Incident Reporting Policy & Procedures 

Introduction 

The Bishop Konstant Catholic Academy Trust (“The Trust”) is required to collect, hold, 
process and share information to enable it to operate.  This policy is to ensure that the Trust  
complies with the requirement of the General Data Protection Regulation (GDPR) and the  
Data Protection Act 2018. 
 
This Policy sets out the Trust procedures to be followed if anyone appointed/employed by 
the Trust discovers an information security incident, whether this is a confirmed or a 
suspected incident. 
 
This Policy applies to all Trust employees, agency staff, trustees, academy governors, or any 
other third-parties appointed/employed by the Trust. Individuals who are found to 
knowingly or recklessly infringe this policy may be subject to disciplinary or other 
appropriate action.  
 
This Policy applies to information in all forms including, but not limited to:  
 

• Hard copy documents printed or written on paper 

• Information or data stored electronically, including scanned images 

• Communications sent by post/courier or using electronic means such as email, fax 
or electronic file transfer 

• Information or data stored on or transferred to removable means such as CD, DVD, 
USB storage device or memory card 

• Information stored on portable computing devices including mobile phones, tablets, 
cameras and laptops 

• Speech, voice recordings and verbal communications, including voicemail 

• Published web content for example internet and intranet and 

• Photographs and other digital images. 
 
This Policy should be read in conjunction with the Trust’s other policies and procedures 
within the GDPR Toolkit. 
 
 

1 Definition of an Information Security Incident / Breach 
 

An information security incident is an event which may compromise the 
confidentiality, integrity or availability of systems or data, either accidentally or 
deliberately and has caused or has the potential to cause damage to the Trust’s 
information assets and /or reputation. 
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An information security incident includes, but is not restricted to: 

• Destruction, loss or theft of confidential or special category data, or portable 
equipment/paper which such data is stored/recorded 

• Equipment theft or failure 

• Unauthorised use, access or modification of data information systems 

• Attempts (failed or successful) to gain unauthorised access to information or 
IT systems 

• Unauthorised disclosure of confidential and special category data 

• Website defacement 

• Hacking attack 

• Loss as a result of fire or flood 

• Human error 

• Deception – obtaining or attempting to obtain information through imitation 
 

 

2 Notification and Containment 
 

Article 33 of the GDPR compels data controllers to report breaches of personal data 
to the Information Commissioner’s Office (ICO) within 72 hours of the discovery, if 
the incident is likely to result in a risk to the rights and freedoms of data subjects. 

 

3 Immediate Action (Within 24 Hours) 

If a Trust employee, agency staff, trustee, academy governor or other third-party employed  
by the Trust is made aware of an actual data breach, or an information security event 
(a ‘near miss’), they must report it to their line manager and the Headteacher within  
24 hours and they must complete the Trust Data Protection Breach/Incident  
Reporting Statement (Appendix 3). 
 
If appropriate, the employee who located the breach, the line manager, or the 
Headteacher will make every effort to retrieve the information and/or ensure 
recipient parties do not possess/retain a copy of the information. 

 

4 Investigation (Within 48 Hours) 
 

The Headteacher in liaison with the Trust Data Protection Officer will assess the data 
protection risk and assign a severity rating to the incident according to the identified 
risks and mitigations. 
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SEVERITY RATINGS 
 

Severity Analysis Action Required 

White 
 
 

Information Security Event 
No breach has taken place but 
there is failure of the systems and 
processes that could cause a data 
breach in the future. 
 
 

Action 
Log the ‘near miss’ incident as an issue on 
the Every MIS and send a reminder to all 
staff as appropriate. 
 
Review internal systems and processes 
and staff training as appropriate. 
 

Green 
 
 
 

Minimal Impact 
A data breach has occurred but 
has been contained with the 
organisation (or trusted partner 
organisation), the information is 
not considered to be particularly 
sensitive and no further action is 
deemed necessary. 
 

Action 
Conduct an internal investigation and  
complete the Trust Information Security  
Incident Investigation Form, Appendix 4. 
 
Review internal systems and processes 
and staff training as appropriate. 

Amber 
 
 
 

Moderate Impact 
Security measures have failed and 
have resulted in the loss, 
destruction, release or corruption 
of personal data.  However, the 
actual or potential detriment is 
limited in impact and does not 
meet the criteria for reporting to 
the ICO. 
 

Action 
Conduct an internal investigation and  
complete the Trust Information Security  
Incident Investigation Form, Appendix 4. 
 
Review internal systems and processes 
and staff training as appropriate. 

Red 
 
 
 

Serious Impact 
A breach of security involving 
sensitive personal data and/or a 
large volume of personal data.  
The incident has or is likely to 
cause serious detriment 
(emotional, financial, or other 
damage) to individuals 
concerned. 
 

Action 
DPO to notify the ICO within 72 hours 
Urgent remedial action required. 
 
DPO to conduct an internal investigation 
and complete Trust Information Security  
Incident Investigation Form, Appendix 4. 
Retain all information as evidence. 
 
Review internal systems and processes 
and staff training as appropriate. 
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The Headteacher will notify the relevant information asset owner that a breach has 
taken place.  The Headteacher will recommend immediate actions that need to take 
place to contain the incident with the advice from the Trust, as deemed necessary. 

The Headteacher will investigate white, green and amber incidents.  Red incidents will 
be investigated by the Trust Data Protection Officer. 

 

5 Reporting the Breach to the ICO/Data Subjects (Within 72 Hours) 
 

The Headteacher will be responsible for liaising with data subjects and the Trust Data 
Protection Officer for liaising with the ICO. 

 

6 Investigating and Concluding Incidents 
 

The Headteacher will ensure that investigations identify all potential information risks 
and that remedial actions have been implemented and further security risks 
addressed. 
 
When the Trust Data Protection Officer has completed an investigation, the 
Headteacher must ensure that recommendations from the concluding report are 
implemented and monitored within the academy. 
 

 

Monitoring and Review of this Policy 

The Trust shall be responsible for reviewing this policy from time to time to ensure that it 
meets legal requirements and reflects best practice. 
 
 
 
 
 
 
 
 
 

The Bishop Konstant Catholic Academy Trust is an exempt charity regulated by the Secretary of State for Education.  It is a company 

limited by guarantee registered in England and Wales, company number 8253770, whose registered office is at 

St Wilfrid’s Catholic High School & Sixth Form College, Cutsyke Road, Featherstone WF7 6BD 
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Appendix 3 - Data Protection Breach/Incident Reporting Statement 
   

If you believe personal data has been lost, stolen or wrongly disclosed, you must report it 
immediately to your Data Protection Coordinator. 

 
Description of breach: 
Please explain as much as possible about what  
happened, what went wrong and how it  
happened. 

 
   

Was the breach caused by a cyber 
Incident? 

  

How did you find out about the breach?  

When did the breach occur? Date:  

Time: 
When was the breach discovered? Date: 

Time: 

Has there been any delay in the reporting of 
the breach? 

 

Which categories of personal data are  
included in the breach: 

• Data revealing racial or ethnic origin 

• Political opinions 

• Religious or philosophical beliefs 

• Trade union membership 

• Sex life data 

• Sexual orientation data 

• Gender reassignment data 

• Health data 

• Basic personal identifiers 
(e.g. name & contact details) 

• Identification data 
(e.g. usernames & passwords) 

• Economic & financial data 
(e.g. credit card numbers, bank details) 

• Official documents (e.g. driving licences) 

• Location data 

• Genetic or biometric data 

• Criminal convictions, offences 

• Not yet known 

• Other, please specify 
 
 

 

State the number of personal data records   

Data Protection Coordinator:  

Trust Data Protection Officer:     
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concerned 
 

Which data subjects are involved? 

• Pupils 

• Parents 

• Staff 

  
  
  

Date reported to data subjects:     
Potential consequences of the breach: 
Please describe the possible impact on data 
subjects as a result of the breach and whether 
there has been any actual harm to any data 
subjects 

 

What is the likelihood that data subjects will 
experience significant consequences as a 
result of the breach? 
 

 

In the case of cyber incidents, has the  
confidentiality, integrity and/or availability 
of your systems been affected? 
 

 

Have the staff members involved taken the 
relevant data protection training in the last 
two years? 
 

 

Describe any measures in place before the 
breach with the aim of preventing a breach 
of this nature: 
 

 

Corrective actions taken:   
 
 
  

  
  
  
  

Lessons learned: 
  
 

  

  
  
  

Actions approved by:  
Date approved:  
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Appendix 4 - Information Security Incident Investigation Form 
 

Part 1: Incident Management 
1 Incident Reference Number  
2 Date of Incident  
3 Date of Discovery  
4 Severity Rating  Green  Amber  Red 
5 Has this been reported to the DPO?  
 5.1 If Yes, date reported  
 5.2 If No, reason not reported  
6 Date reported to ICO by DPO   
7 Date reported to Data Subject  

Part 2: Containment and Recovery 
1 Does the information include personal  

data and if so, what was included? 
 

 

2 Does the information include Special 
Category personal data and if so, what 
data was included? 
 
Ethnic or racial origin: religious or philosophical 
beliefs, political beliefs, trade union membership, 
physical or mental health, sex life or sexual 
orientation, criminal offence or conviction  
history, genetic data, biometric data. 
 

 

3 How many individuals does this or will 
effect?  
 

 

4 Have you regained control of the 
Information? 
(Yes/No/In Part) 
 

 

 4.1 If Yes, date and confirmation of this 
 

 

 4.2 If Yes/Partial – when and how?  
 4.3 If No, what other steps have been  

taken to prevent further disclosure? 
 
 
 
 

 

Part 3: Further Action and Investigation 
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1 What caused the incident? 
 
Please provide as much information as possible. 
If this attributed to human error, please provide 
further details, for example, were there unusual 
workload issues, interruptions, or lack of training/ 
support? 

 

2 What measures have been taken to  
prevent, or reduce the risk of  
recurrence? 
 

 

3 Has any disciplinary action been  
considered or taken and the outcome? 
 

 

Part 4: Evaluation and Response 
1 What lessons can be learned from this 

Incident? 
 

 

2 Has an improvement plan been devised? 
If so, please attach a copy  
 

 

Additional Information 

 
 
 
Name of Investigating Officer: 
Job Title: 

Date Investigation Completed: 

 
Trust Data Protection Officer Analysis (if passed to the DPO) 

 
 
 
 
Trust Data Protection Officer: 
Date of Analysis 

 
 

 
 
  



 

18 | P a g e  

Trust Information Security Policy 
Trust Clear Desk & Screen Policy 
Trust Information Security Incident Reporting Policy & Procedures 
 

Appendix 5 – Password Guidance 
 
Passwords are essential to the security of online accounts, granting authorised access for the legitimate user to 

carry out tasks and keeping everyone else out. A password policy must be in place to provide a standard for 

creating strong passwords, which staff must follow whenever there is a password requirement.  

Cyber criminals have developed techniques, such as Brute Force, Credential Stuffing and Password 

Spraying to break-in to online accounts and act as the authorised user. These attacks are successful 

when users create weak passwords or utilise common techniques known to the cybercriminal. Strong, 

unique passwords will combat these types of attacks. 

One of the best ways to create a strong, memorable password it to choose three easy to remember 

word and combine them as one password.  For example, the password in the below infographics has 

chosen : conditioning, future, rabbit.  You may have to add capital letters of numbers to satisfy any 

complexity rules. 

 

 
 
Password Reuse 

Passwords are often reused across multiple accounts, and this is exploited by Cyber criminals to build up lists 

of passwords, especially those that may be linked to email accounts.   
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Your main trust accounts should use unique passwords, these would be your Main Logon, your office365 logon 

(if separate to your main logon) and your gSuite/Google logon.  You should also follow supplier best practice 

for other systems. 

You should use a unique password for other services that you have signed up to, using your trust email address 

as a recovery option. 

Where possible you should “tier” your passwords for home use – pick your most important accounts that may 

cause you most issues if compromised – your main email, your bank accounts or any popular services.  Use 

your home devices to manage your passwords (eg Apple or Google password systems).  Think about what 

would happen if that account was breached.  Many services also offer two factor authentication, where 

possible take up this option, and make sure the passwords on any service you use for 2 factor authentication 

are unique. 

Changing Passwords 

If you suspect that a password has been compromised (eg suspicious activity) you should immediately reset 

that password.  Some services allow emails to be sent if passwords are change, which then require 

authentication to do so, where possible make sure this is enabled. 

Password Generators 

There are some useful password generators available on the web.  Examples include : 

Strong Password Generator | Best Password Strength | 1Password 

Password Generator | LastPass 

PASSWDS.NINJA 

https://1password.com/password-generator/
https://www.lastpass.com/password-generator
https://passwds.ninja/

